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“Can I Trust You?”

Trust, reputation, and resilience in a digital age.
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Experience
• Former Deputy Commissioner of Cybersecurity for Singapore, 

concurrently Deputy Chief Executive (Development) of the Cyber Security 
Agency of Singapore. 

• Brigadier General and first CIO of the Republic of Singapore Air Force, and 
concurrently the Commander responsible for the cybersecurity of 
warfighting networks.

• United Nations invited expert briefer (on Cyber Threats, Quantum risks)
• WEF member of the Global Futures Council for Cybersecurity.
• Senior Adjunct Fellow at RSIS, Nanyang Tech University.
• Invited to speak at major global cyber events, including DEFCON USA.
Education
• Harvard Kennedy School of Government,  Stanford University
• CISSP certification
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Workshop Facilitator



Live Poll

Mentimeter QR code
https://www.menti.co

m/alocfinhygk2

Participate and 
stay awake ☺
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Scope

• What is cybersecurity?

• Who are the bad guys?

• What are the risks of Artificial Intelligence

• How should we manage digital risks?

• Activity: Complying with Cyber Essentials

• StrongKeep introduction

POLL
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Securing Emerging Technology
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CONCORDES

• Major incidents can change 
how we think about risk-
reward ratio.

• We “uninvented” supersonic 
passenger travel after a crash. 

• Expect “knee-jerk” regulations 
around tech catastrophes.

QWERTY

• Technology path dependence 
is real: QWERTY keyboards 
remain in use despite their 
inefficiency

• Our early decisions / tech 
debt may be hard to reverse 
later.  Stop just adding: Long 
tech stacks are “wobbly”.

VOLVO

• Cars were popularised by 
safety, not by cost or features.

• iPhone has stopped selling 
features, and now sells 
privacy.

POLL



Artificial Intelligence Risks

AI will reshape cyberspace and erode digital trust

POLARISATION

AI algorithms can amplify 

misinformation and 

reinforce echo chambers, 

leading to societal 

fragmentation and distrust 
in shared facts.

VALUES MISMATCH

AI systems may pursue 

goals that conflict with 

human values, potentially 

making decisions that 

disregard ethical or moral 
considerations.

PRIVACY

AI-driven surveillance and 

data collection can erode 

personal privacy and 

autonomy by enabling 

constant monitoring and 
manipulation of behavior.
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Managing digital risks
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PROCESSES

• Cyber incidents do not require 
just a technical response; they 
need an organisational 
response from all domains. 
Everybody must have “drawer 
plans” / “playbooks” updated 
and ready.

CULTURE

• Organisations need to foster a 
risk-aware (not risk-averse) 
culture. Take risks, eyes open.

• Cybersecurity must not be 
seen as "the enemy" of 
productivity or innovation. It is 
an advantage you need.

RESILIENCE

• Get the basics right (99% of 
attacks can be stopped)

• Focus on building resilience, 
not just higher defences.

F1 brakes: helping them drive faster
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• The Cyber Security 
Agency of Singapore 
(CSA) created a very 
simple standard for 
SMEs and non-profits to 
follow.

• The standard is called 
Cyber Essentials. Cyber 
Essentials (csa.gov.sg) 
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https://www.csa.gov.sg/our-programmes/support-for-enterprises/sg-cyber-safe-programme/cybersecurity-certification-scheme-for-organisation/cyber-essentials
https://www.csa.gov.sg/our-programmes/support-for-enterprises/sg-cyber-safe-programme/cybersecurity-certification-scheme-for-organisation/cyber-essentials


Simple, Affordable, Effective Cybersecurity
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What is StrongKeep?

• Ensign InfoSecurity protects most of our critical national 
systems and companies today, using sophisticated tools 
that we built.

• We adapted those tools to meet the simpler needs of 
SMEs, to help them comply with Cyber Essentials within 
days, not months.
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What is StrongKeep?
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What is StrongKeep?
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QUESTIONS?
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